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Marlene H. Dortch
Office of the Secretary
Federal Communications Commission
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Customer Proprietary Network Information (CPNI) Certifications
Under 47 C.ER. §64.2009(e)
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Attached please find our annual CPNI filing affirming our compliance along with all
required documentation.

Sincye~t-'--'\.~
I~er;~cher
Member
Jivetel Communications, LLC

No. of Copies rec'd 0 f1/'
ListABCDE

cc: Best Copy and Printing, Inc., 445 12th Street, Scito CY-B402, Washmgton, DC 20554,tclcphonc 202-488·5300, fncsimilo 202-488.5563
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Received &Inspected

MAR 10 Z009
FCC Mail Room

Annual 47 C.ER. § 64.2009Ce) CPNI Certification

EB Docket 06-36

Jivetel Communications, LLC
Form 499 Filer 10: 826909

I, Israel Fleischer, Member of Jivetel Communications, LLC, certify that I am an officer of the
company named above, and acting as an agent of the company, that I have personal knowledge
that the company has established operating procedures that are adequate to ensure compliance
with the Commission's CPNI rules. See 47 C.ER § 64.2001 et seq.

Attached to this certification as Exhibit "A" is an accompanying statement explaining how
Jivetel Communications, LLC's procedures ensure that the company is in compliance with the
requirements set forth in Section 64.2001 et seq. ofthe Commission's rules.

~~
Title: Member

FCC Annual Filing
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Received & Inspected

NAN 10Z009
FCC Mail Room

I

Annual 47 C.P.R. § 64.2009(e) CPNI Certification

EB Docket 06·36

Jivetel Communications, LLC
Fonn 499 Filer ID: 826909

Jivetel Communications, LLC has not taken any actions (proceedings instituted or
petitions filed by a company at either state commissions, the court system, or at the Commission
against data brokers) against data brokers in the past year. Companies must report on any
information that they have with respect to the processes pretexters are using to attempt to access
CPNI , and what steps companies are taking to protect CPNI.

Jivetel Communications, LLC has not received any customer complaints in the past year
concerning the unauthorized release of CPNI (number of customer complaints a company has
received related to unauthorized access to CPNI, or unauthorized disclosure of CPNI, broken
down by category or complaint, e.g., instances of improper access by employees, instances of
improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online information by individuals not authorized to view the information).

S~~± '
Israel lelscher, Member

FCC Annual FIling
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Jivetel Communications, LLC
2 Stag Court

Suffern, New York 10901

Compliance Requirements

Jivetel CommunlcaUons, LLC (·Company") maIntains the following operating procedures to ensure compliance with
the requirements sel forth In Seclion 64.2001 et seq. of the Commission's rules. '

Socllon 64.2005 Use of curtomer proprietary .etwork Information without oU!lomer
IPProval

(a) Any telecommunicltions ClIlliermay use, disclos", or pormit acoos, 10 CPNl for the pUIPo,e of
providing or marlten.g service offerlngs among the oatogories of service (i.e" local, inleroxchange, and
CMRS) to which the customer nlroody ,ub,crib", frOUl the seme carrier, withoot eu,lomer apprOVlI.

(I) If 0 illleoommuniootlollS "",;or provides different eelegorle, of service. aud • cu'lomer
mb,cnoos to more then one eele!"')', of 'ervlce offered by tbe corrIer. the oarrior is permltted to .b"e
CPNI among the carrler'e Iflillotod enti1ies thai provide ••ervlce offerJn~ to the cu.tomer.

(2) If & .elecommWlicaUons corrIor provld.. dlfl'eren! categories of sorvlce, but & cuotomer do..
not .ubscribe to more than one offerinG by the wrler, (be ce,rier I, not ponnltted to Mare CPNl with its
amUnte., excopt u provided In §64.2007(b).

(b) A telecomrnunicatiDn. carrlor may not use, dillclo,.. or permit IlCCOS' to CPNI to market to a
customer lervlOll offerlngs '1bat ftre within a eat.gory of .ervlce 10 whIch tho sub.crlber doc. not l!reedy
sub'crIbe !'rom that c'I1'I", unl... thai COllier b.. cuslomer epprovol to do .., excopt as do.cnood ill
pnrsgraph(c) ofthl••ection.

(I) A wireless providermay use, di.olo1o, or pennllc=s 10 CPNl derived from Its provlsloll of
CMRS, wllhoul customer opproVlll, lb' tho provision ofCPB lUld information servlce(s). A wlrcllne CQlTior
may u,,, disclose or permit ccellS, to CPNl derived !'rom ,113 provision of local exc!lange service or
inIeroxchange service, without customer approval, for lit. provision ofCPE ..d~ollOIlSwering. voIce mall
or me"aglng. YOloe 'loIllGe andretrlevals"",lc.., fllx .t"", and lbrward, ond protocol conve"lon.

(2) A 1oIecolOD1un!e.tion, curler .IOY not use, disclose, or ponnit ICO'" to CPNI to IdentifY or
treck customers Ibat,c.Jl ~etillg 'ervlce providolS. I'or exemple, 'local ,",chonge catrlor m.y uot use
local servloe CPNl101l'Ick _II customers lhlrlcall looal 'ervlce competitors.

(e) A lelecolODlUololUons carrier may u,e, discl..e, or permil_cces, to CPNI. without customer
approval," doscribOd in thl. pOl'Ograph (0).

(I) A leloc,ollllnunicanons curler roay usc, disclo,.. or penni! ...... 10 CPNl, without customer
approvcl, In Itt provision of In.lde wiring ""'tall_tlon. llliintenanco, and repair .m!....

(2) CMRS provide.. may u'e, discI.... or pormlt acees, 10 CPNl for the purpose of DODducling
...earch on Ibohealth effects ofCMRS.
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(3) LECs, CMRS providers. oDd ulterconnected VolP providers may use CPNI, without customer
approvll1, 10 mad<et scrvices formerly known o. adjunct·lo·bM!C s.rvi.....uoh os. but not limited to. speed
dialing, computet"provided directory asslstancc, call monitoring, oall tracing, call blocking, call return,
rcpe.t dialing, colllraoking, call waiting, ClIller 1.0.• call forwarding, and certain Centro" fcatures.

(d) A telocoDllllunlcations carrier may usc, disciose, or pennil aocess to CPNI to protect the righls
. . ~roperty oflho carrier, or \0 protect users oflho.e services IUld other caniers from fr.udulen~ abusive, or

unlaw1lll us. of, or sUbscription to. sucll .ervices.

Response 1:The Compolly lias IIdoJlI-.l 6ptciflc CPNI pol/cltslo enSllre tllol, ill lilt abSeil" ofellslflmer approva!,
CPNI Is Oll{y u..Oil by Ille Colt/pony to providt or markel .•ttVlct offuings anlollg Ihe caltgori... of
service (I,e., local" I.terexellange, mId CMRS) to lvllich the cllswnwr already subser/blJ1. Tile
Company's CPNIpo/leks proll/bil til...harlng of CPNI with alfllial-.l companies, excepl OS perm/lied
muler lI.ule 61,2005(0)(1) or lVlllI ellstomu approval puts/lall/io Rule 64.2007(b). Til. Ollly exeepllollS
to 111....policlcs are It.permill.d umler 47 U.S.c.!} Z21(d) andRule 64.1005.

SecOon 6~.2007 Approval required for us. ofcustomer proprietary network infornlation.

•

(a) A lel.communi.otion. COlrlcr may obblin appro",,1 through written, oral or electronic
mcthods,

(1) A telecommunications carrler relying on oralepproval shall bear tbo burden of demonstreling
thet sueh approval iuli heen given In compliance Willl Ibe Commission's rule. in Ibis part.

(2) Approval 01' disapproval 10 use, disclose, or permit accc.. lo ncustomer'. ePNI obtaln.d by a
telecommunications corrier must remain in effect unUI 61e customer revokes or iimits such approval or
disapproval.

(3) A telecommunications carrier lIlust maintain record. of approvol, whether oral, wrilten or
olectronie, for at least one year.

Response 2: III all cJrCJIl/lslOllceslVhere cuSlomer opprovulls requlrell w use, dlscla.. or p.rmit acee." to CPNI, tile
CompO/,y's CPNlI'0llclu reg/dre tlmllhe Call/pall) oblahl CIIs1f1mcr approval OIrougl. lVrilltn, oral or
ekclron/c methods In compliance wltlt Rill. U,2007. A. Cltstomer'. approvol or dl,fapl'rova! remoins 1'1
effect 1111111 the OIIS/omer revokes or llmlls Ille appro,..1or disapproval, Tile Company malutoblS r.cords
ofcllslomer approval (Wlldll.r IVrlt/.II, oral or c/ectrol/ie) for It minimum ofnil.year.

(b) U•• OIOpl·Oul and Opt-In Approvol PI'O"SS~'. A telecommunications carrier may, .ubjeot
10 opt-out approval o"opt-In approvll1, use Its cu.tomer'. individually identifiuble CPNI for tho PUll'OSO of
marketing colJUOl1l1lcaUons-ieleted services to that custom.r. A telecornmunicalloDJ clltTler rnay, .ubject to
Opl-out approval or opl-in approval, duolose its cu.tomer's individuelly id""tifi.bl. CPNr, fur tho purpo.e
of markotiog conununicatlons-related .ervices to thaI customer. to its agents and Its affiliates tl..t provide
cornrnunications-IIllat~d servi.... A tolccommunicalions cerrior may also pormlt .uch person or entities to
obtain access 10 illCh;CPNl for such pUlpo,,,. E"cept for u.e Illld di.clo!Ute of CPNI thot u pennitted
without customer appfovel under section §64.2005. or Ibat Is described in Ibis paragraph, or as otherwise
provided in section 222 of the COlD)Dunication. Aet of 1934, as amended, a telecommunications oarrier
may only use, disclose, or pennit nccess to Its customer's individually identifiable cm subject 10 opl-In
opproval.

Response 3: 711. CompallY does IIOt lise CPNI for any p"rpose (lnc/udilll: markttittg comm/mlcatlo"s-r./altl/
services) all/I doeslloi disclose orgrOltlllJ)CeSSlO CPNlIo allYparly (l1/c/lldulg 10 agerlL. or aflilintes 11'01
provIde comlllllllicatloll..-relOled ...rviees), excepl a.. permltllUl under 47 U.S.Co !} 221(d) and Rult
64.2005.
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Section 64.2008 NOUee ..gulred for use ofcustomer proprietary network Inform.tloD.

(a) Notification, Generally. (I) Pcior to lIDy solicitation for clI.!tomer opproval, a
telecommunications carrier must provide notificntlon to tIle customer oft11o customer's right to restrict use
of, disclose of, and occess to thot customer's CPNI.

(2) A telecommuoicalioD6 cRITic, must meinlain records of nolificntlon, wltcther oml, wrilrcll or
------·----.elecfroIUc, for at lcast one year.

(b) Individualll01ice to eustomcrs mwt be provided when soliciting approval co use, disclose, or
permit access to cuslomers' CPNI.

(c) Content ofNottc.. Cuslomer notification must provide sufficient infonnation 10 eneble Ii"
customer 10 make an lnfurmed decision as to whether to permit a carrier to use, disclose, or pennit ac=s
to, the customer'. CPNI.

(I) The notification must slale Ihatthe customer has a right, lUld the carrier Ita, a dUly, under
federal Iaw, 10 protecttho confidentiality ofCPNI.

(2) The notification must specify lite types of infurmatlon lIlat constitute CPNI and the 'Pecmc
entitles that will receive tlte CPNI, describc the pUlpD.lCS for which CPNI will be used, end Infonn thc
cu'lome, ofhis or lte' right 10 disapprove 11,ose uses, and deny 0' wi111draW aceess to CPNf at any time.

(3) The notification mwt advise the customer ofthe precise steps the cuslomer must take in order
to grant or deny lICe,,"s to CPNI, and must clearly state that a denial of approval will not affect the
provision of any service:'! to which the customer subscribes. However, carriers may provide a brief
statement, in a clell! and neutral language, describing cousequences directly resulting Ji'om the lack of
.cc.... La ePNI.

(4) The notification must he comprehensible and must not be misleading.

(5) If writteu notification is provided, lhe nOlice must be cleady legible, use sufficiently large
type, and be placed in an are. so as to be readily opparcntto a customer.

(6) If any portion of. noUficallon Is translated into enother langnage, then aU portions of the
notification must he tre,nslated into that language.

(7) A cerrier, may state in the notificatiQn that the customer's approval to use CPNI may enhallce
the carrier's ability to offer products end services tailored 10 the customer's needs. A carrier al.o may stale
in tbe notification that it may be compelled10 disclose CPNI to any person upen affinn.tive written TOquost
by the customer. '

..

(8) A earrier1may not include in IItc nolmcation ouy slutementattempting to encourage Dcu.lomer
to freeze third·party achess to CPNI.

(9) Tho notifiClltion mn,t Billie th.t any approval, or denial of approval for the use of CPNI
outside ofthe service to which the customer already subscribes from that ""trier is valid until the customer
llftlrmatIvoly revo~es or limits ,uclt approval or denial.

(10) A telecommunications can1cr's solicitation for approval must be proximate to the
uotification ofa cu.,tomer's CPNI rights.

Response 4: The Company'. CPNl pollcl.. require IT,at cu.tom.,. b, notlj1ed of their rlgTz(s, Ql/d Ilze Cmnpan)"s
obligatimlS, wilTz resp'ttJl ta CPNl prior ta any solleifatlonj;,r customer opprfJl'aL All required clIStom.,
Itollces (l.il~tJler IVr(ltm, oral or tI~etroulc) coilJPIJI IviIh IT•• reqUirements Of Buis 64.2008. T1Ie
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Response 4:

Compauy maintailis records 01all ro/{ul,..d clI,lom" nollc.. (,,'wll", ,,'rUIen, oral or .I,,"ronlc) lor a
ml"hllUmofon. y.ar. !'-- -\' ....1

(d) Notice Requirements Specific to Opl-Out. A telecommnnicntioml carrier mu,t provide
notification to obtain opt-out appnlVal Ihrough electronic Or wrillen me1hodll, but not by or.1
communic.tion (..cept.s pmvidod in paragI.ph (f) ofthis soction). The coments ofany such notificltion
must comply with the requirements ofpaeagraph (c) oftin••oction..---------;~=.~- I,

(I) Carriers must wait a 3Q.day minimum period of time after giving eu.tomers notice .ud an
opportunity to opt-out before assuming customer llpprovAI to use, dlsclos.. or penuit Acc,SS to CPNt A
carrIer may, in its discreUon, provide for a longer period. Carriers must notify ou.tomers as to the
applicable waiting period for a responre before approval is assumed.

(1) In the cas. of en electron!c fonn ofnotification, lhe walting period shali begin 10 run from tho
date on which the notification was sodt; and

I
(ii) In tbe ,,",e of noUfication by mali, the waiting period Ilball begin to ron on the third day

folio,viog the date that the notiflcation was mailed.
I

(2) Carriers using the opt-out mechnnism must prOVide notices to their customers. every two
years. :

. I
(3) TcJecommunicntions cairie", that use e-mail to provide opt-out notices must comply with the

following requirements in addition to.lhel'cquiremeuts generally llppUcnbIo to notificnUon:
[

(i) Carriers must obtnin ,"limo. verifiable, prior approval from consumers to send notices via e­
mail regording their service in genera!. or CPNl in particular;

I

(ii) Cnrriers must allow cuolomers to reply directly \0 e-mails contllining CPNI notices in order to
I

opt..ut; I

(iii) Opt-oul e-rnail notie": that ora retumed to lhe carrler as undeliverable lUust be sent 10 lhe
.customer hI another form berore carrli'" may consider the cllslomer to have received notice;

(iv) CllJricrs that use e-mlll: to send CPNI noticoa must ensuro Ibat the subjcet Jlne oftb. mossag.
clearly and accurately identifies tIte SUbject matter ofthe e·mail; end

(v) Telecommunications calriers must m.ke available to every customer a method 10 opt-out thaI
is of no additional cost to the oustomerand Ihat is available 24 hours a day. eoven day. a weck. Carrie",
may salisfy this requirement through a combination ofmelbods, so long ns all customers have lhe ability to
opt-out at nn cost and are ablo to olfecluate lhat choice whenever they choose.

Response 5: The Campall)' tloes not Cllr~'''t/Ysot''';t "opt out" euslo",'r oppro.olfiJr Ihe lise or tlkielasure ofCPN/.
The Compan)' doos nol use CPN/ lor ony purpose (llrc/lldln: mork.n71g cO'IfI/11U1ieaIl01/S-,.ioted
sm;cos) IJIId dotS 110/ disclose orgrant nccess to CPNJ10 any parly (inerttding /II agmlls or nlflJlatesll'aI
prowd. Cl111I11UlI,ieatJons-,.ial.d s'!"letS), exeepl .s permilUd "nd" 47 U.S.c. § 222(d) aIId Rul.
61.2005. ---'-1 -'

(e) Notl.. &qufremeJ'Is'Speclfic to Opt-ln. A teleoommunicaUon. carrior may plovlde
notification to obtain opt-in opprovaHhrough oral, written, or electronic methow. The contents ofony such
notification must comply with tho rcquiremonl3 ofparsgraph (0) oflhis .eotion.

Response 6:Tile CompaflY do.. nat currentl!> sollell "opt in" custo",., approvallor 111. "" or disclos"r. Of CPN/.
Tile Ca",pa'lV tlD.s ,.." uS', d".Io~. or gro"t a~I!S" 10 CPNIfor OIly purpos., 10 allY party or In aflY
lIIQ1lJler tIlar would r.qu;,. a ellstomer's. "Oplill" approval ulldar Ihe COII/mis,floll's CPNI Rill...
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(f) Nolice Requirements Specl/lc 10 Olio-Time Usc ojCPNI. (I) CalTlm m~y uso oral notice 10
oblain limited, on!'"time usc of CPNI for inbound and outbound customor telephone contacts for the
durntion"Qfthe call, regordlC$s of whether carrIers ua. opt-out or opt-in approvnl baaed ou the nature ofthe
cOntact

(2) Th. contents ofany such notification muat comply witil the requiroments of paragmplt (c) of
. ---;t"'hi~';:,se=clioll, ""..ptthat telecommunicetions emlers may omit My ofthe following 1I01l,e provisions Ifnot

r.l.vantlo iliOliiiiliEil uSe lor whlclillie camer secks cPm:

(1) Curiers need not tldvisc cuslorn~rs that if tllcy have opted--Qut previously. no action is needed
to mainlllin the opt-out election;

(ii) Carriers need not advise customers that they may share CPNI with their affiUates or third
parties and need not nam. those entilies, If the Ibniled CPNI usage will not result in use by, or disclosure
to, on .f1Uiate or third party;

(m) Carriers need not dlsclo,e the means by which a customer ClUI deny or witbdraw future accoss
to CPNI, so long as carriers explain to customers tlult the scope ofth. approval the calTier seeks is limited
to one-time usc; and

(tv) ClUTters may omit discl03urC of tho preeise steps a customer mu,t tllko in otder to grant or
deny access to CPNI, as long as 1he carrier clearly conununicates that. the customer can deny access to his
CPNI for the call.

Response 7: III i,,,,r«llc<8 wlll!l'e III~ Company seeks ollt-Ihn. cllslomer approvaljor nle lise or disclosure ofCPNI,
rhe Compally ohtaln~ such approval la aCClm/ance wllh Ihe disclosures, meillotls alltl rcguiremellls
COII/ained in Rul. 2008(j)•

•
Section 64.2009 SaCeguards required Cor use oC enstomer proprietary netwod< Infol'Dlalion.

(a) Telecommunications cnrriccs: must implement a system by whic]L the status of a customer's
.CPNI approval can be ej,arly established prior to the use ofCPNI.

Response 8: Ti,. Company's bilHng .ysielll allows aUlhorlul1 coll/pany personnel to easIly tlelennule the Slolns Of a
euslomer's CPNIapproval on tile cuslomer accollIIl screll/prlor tD Ihense or dlselosure ofCPNl

(b) TeleeoJl1/llunicalions carriers mu't train their personnel ftS to when they are and are not
authorized to use CPNl, and carrIers must h~velill express disciplinary process In place.

Response 9: Tile Company has ..,abUshruf CPNIe.mpliancepoliclas Il,at iI/clude employee Iramulg all r..!rlellons
011 Ihe lISe QJld dlsclOs/1Tt oj CPNI alld requirruf sqfC/luards to protect ncal/lsl w,aulhor/zed use or
dlsclosllre ojCPNL /t:mployeeJ have slgaed 1IIalihey lIl,tI.,staatl Ille CPNIpolides and a vlolalion of
Ihosepolicies will res/lilin dlseiplillary nelloll.

(c) All carriers shall maintain a record, electronically or in some othcr manner, oftheir own and
their affillat..' saleo aiJdl1llllketing campaigns thotose th.ir cuslomers' CPNl. All carriers sholl maintain a
record ofan instanees where CPNI was disclosed or provided to third parties, or where third parties were
allowed access to CPNI. The record must lnclud. ,a description of each cllDlpaign. the specific CPNJ lhat
was used in the campaign, and Wh8t producfs and Bervites were offered a.<; a part ofthe campftign. C81Tiers
shall retain the record for a minbnum Qfone year.

Response 10:77,. Company's CPNIpolicies require thaI allsola and markO/llI1: call/palgll. Ineludlng tl,o.. urll/zlng
CPNI be recorded alld kept onfllefor at least OJl.yeor. Records are also mail/lalllttl/ar disclosure or
lIecesslo CPNIby tlllrdpartIes. 77,. records Include tile required Ir/fomurtlollllsled 1JI Rule 64.2009(c).

Ii
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(d) Telecommunications c!ll1ier. must establish a supervisory reviow process regarding cwrier
compllanco willi the roles In lhls sUbpart for out-bound marketiog situations and maultnin records of carrier
compliance for a minimum, period of one year. Spcclfically, sales personnel must obtain supervisory
approval of any proposed out·bound lIl3Ilroting requost for cuslomer approval.

Response 11t"e Compal/y's CPNI policies require employees to oblalll approval'lrolll Ilze Compm.y's CPNI
Compllanu 0Uictr (Or alfmarka/lnc call1palgu1Jjncllldlllglllose"Ilfftlllg CPNI, prlra 10 IlIlIlalhllL«II''''"'-I -+ _
campalgll. Record of II,. markeling campaign", along ..III, lite appropriale supervl.ory approval Is
mailltoinedfor at Ita.lolleyear.

(e) A telecommunications carrier must have an office,', as an agent of the carrier, sign and mo
"'IUllho Conunission a complianeo certificatc on an annual basis. The offiC4l' must stato ill the cortifieation
that he or she has personal knowledge that lbe company has established operating procedures thot arc
adcquate to ensure compliance with the rules in this subpart. The carrier m"st provide a sllltement
accompanying the certificate oxplaiJling how ita opel'llting procedures ens"re that it is or is not In
compliance wilb ti,. roles fn this subpart In addition, ti,. carrIer must include an oxplaoation of any
.ctio", takcn against data brokers and a summary of all customer complaints received ;n Ihe pest year
cOllcelnlng the unauthorized release of CPN\. This fillog must be made annually with tho Enforcomenl
Bureau on or before March I in BB Docket No. 06-36, for dlll\ pertaiulng to the previou, ""Iand.r ycar.

Response 1'2J.1te required officer cerllfication, actions lalretl altal,tSl dalu hrak.,s and summary of emlomer
complaint docummJs are II/cluded will, II,Is alXomponylllg SlaWJl/tnt. TIt. Company will flit titfl.'t
docullletlis Ott an annual basis all or bifore Marclt 1for tinta perlalnlng 10 Iile previou.< e<tlendaryear.

(1) Carriers mIlS! proVide wrillen notice within flv. business days to the Commission of any
Instance whero the opt..ut mechanisms do not work properly, to such a degree that cousumers' inability to
opt-out is more !han on Momaly.

(1) The notice shall be in the form ofa letter, and sball include tho carrior'. namo, a descrlptioo of
ti,e opt-out machanism(s) used, the probl.lOs(s) experlenced, the remedy proposed and when it will beJwllS
implemenitd, whether tile relevant state conuniuion(s) hss' been notified and whether it has takcn any
action, a copy oflho notleeprovided to customers, and contact information.

(2) Such notice must bo submitted even if tho cIlllier offers other methods by which consumers
may opl-out.

Response 13vre Compauy do.. 'tol ClJrretll!y soilelt "opt O,ttH euS/omer approvalfor Iile lise or disclosure ofCPNI.

Seotion 64.2010 Safeguards on the dlsdosul'e of customer proprietary network inCormaUon.

(a) Saftguardltlg CPNI. Telccommunlcalions COlTi"s mils! take reasooable measures to discover
and protect against attempts to gain unauthorized acce.. to CPNl, Telecommunication., carriers must
properly authenticate'~ cD,tamer prIor (0 disclosing COO bOlled on cDstomer-lnitiated telephone contact,
online account access; or an In-store visit

Response 14TI,e Company'. CPNI pollel.. and Im,plo)'t. trnlah,g IIFelude reasoIFabte meaSIFr.., to discover and
proleel agahtst aclivlOJ Ihatls indlcallve ofprelexJulg alld nnpTo)'.'s are bulrueled 10 nolifY tlte CPNI
Compllallce Offlcer!fiany SllcJz actlvlOJ Is sUlpeeltr!,

(b) Telephone aeces. to CPNI. Telecommunications cIllliers may only disclose call detail
information over the: telephone, based on cuslomer-initialed lelephDa. contact, If thc customer flm
provides the canier with a password, as described in paragraph (c) oflhis section. that Is llotpromptcd by
lbe carrier asking' for:'readily available biographicaL information, Or account fnfoonatlon. If the customer
do.. no! provide a password, the telecommunication, carrier may only disclos. call detallinformlllon by
sending it to the customer's addres, of record, or, by eaIliug til. customer at the telephone number oC
record. If the cu'tomer is able to prnvido call detaJllnformatioll to the telecommunications carrler during.
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n- ore iWCUS 0 te ecommumcntioDs CmTlcr may ISO osa to n ellS mer
er's rOlaUlocation, first pre,ents to tbe telecommunications cmicr or its agent a vnlld pboto
o custOlnor's aco01.Dlt information.

I noUfyacustomor ImmedIately When account changes occur, Including lJ password, a response to a
0, oraddress of record.,. The noUnCiJUon will be through a cilTTior~riglntJted vole.mall or text message to

orby ma" to the address ofrecord. and will not contain the changed In(orm.tJon or be sent to the new

nline a""e.. to CPNI. A lelecommunlcations carrier mnst autllentlcate a customer without
adily available biographical informatiou, Dr account Infonnation, prior to allowing the
e access 10 CPNI related to a telecommunications SClvice account. Once authenticated, the
only obtain onlinele~ 10 CPNl related10 a telecommunications service account througll.
escr!bed.in p~groph (e) oflhis ~cUon, !hal is not prOmpted by the carrier asking forreodily

onUcales customers without tho use ofreadily available biographical or iilCCDunt Inform~tJon prior to
d to an account Once authenticated, the customermay only obtain access to CPNI through a password,

valf"bfe b'og~phlcill or account Information.

Establishment of a Password and Bacl.-up Authonlicolion MttJw,h for Losl or l"orgouen
o estabJish .. JlllSsword, .. lClccollununicalfollJ carrier Dlu'tautbelllfclte the custoDIer wIthout
ily available biographical htfOlmation, or account informalfon. Telecommunications carriers
ack-up cuslomer authentieation method llIlbe event ofa lost or forgotten p.ssword, but such
milt' authentication method may not prompt the cuslomer for readily available biogl"apbical
r accounl information. ]f a customer L1U1Uot provide the correct ptlssward or the correct

he back-up customer authenticalion meUtod, the customer must Clltabli,h a new possword as
is paragropb.

~d call without the telecommlmieations carrier's assistance, then the telecommunications
tted to dlscu" the call detail infonnation provided by thc customer.

es not have retilll locations.

s CPNIpolldes ellsUre thaI a casromer is on{ll abf. to accas caU delalllnformaUoII over
In on. oj tTle Ways ftsl~d In Rrli. 64.20IO(b). q tfl. cuslOlller Callnot remember 11,';r

OJ! are prompied /0 allslll~r a s..arlly question. NelOl~r the pasSlPord liar 11", security
ased all readl avallabl. blo opllleal "!formallon or aceoUIIJ Informalloll. Cuslomer
11101 ~s are IlIslraeled to aUlTIentlenle customersovu 1110 lelephalle III alllllsianees excepl
/ltre Ihe customl!T provIdes Ih. call detail Infonnatlon without the .."Istance of Ihe

!l"s CPNI polic:J<!1I allo," for Ir f ... ways 10 e.stabltsf. a passHiord, aU Of ..hlch ellSrI,.
ilk the aboveparograph. Eaof, moU,od also allo..s the clL,tomer 10 estltblish a back-Up or
'on In the event Ihat tl.~y forgelll,eir pa$Sword, ['/110 ~Vel'l do~"I"e Comporty use readllJl

gropl,leal Informatlo" or accorlnl bltormallon as a back-up quesdoll or as a "'ean! 10
QSslPord ,qr autllallt/cata tllC clIstonlU.

Notification 'of acoOU1l1 changes. Telccommunlcllions carriers mUst notify c""tome",
whenev.lr n password, customer "'.pon", to a back-up means of authentication for lo,t or
words, :bnlinc account, or address ofrecord Is created or changed. This notification is not
I the customer Initialcs s.rvice, including tbe selectIon of a password at service iIuti.tion.
on may'b. through a cDrrier-originated volcemail or lextmessD';oto the telephone number of
mail to 'Ille eddres, of record, and musl not reveal the changed lnfonnation or be senlto the
nformation.

~ - ~ ---- -- ---~~~---~
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(g) Business CU!lOmer Exemption. TctccommWlleatIons clIrier" may bind thcltJ.!clve:s
contractually to aUlhenticationrcgimes 01l10r tilOll thoso described 10 this scction for services they provldo
to their business customer that have both!dedicated account represelltBtive and ncontract that specifically
address•• tho carriers' prolecnon ofCPNI.

me,

Section 64.2011 Notlncation or cmtomer proprietary network informallon securily
breach...

==".

•

(a) A telecommunications carrier shall notify law enforcement ofa breach ofits OIlslllmers' CPNI
as provided in this section. The carrier shall not notify its customers 01' disoiose the brOllclt publicly,
whether voluntarily or under sl.le or local law or thos. rules, until it has completed the pro.... ofuotifying
law enforcement pursuant to plU'al!lllph (b).

(b) As soon as practicable, and in no CVl:Rt later than SOven (7) busiuess days, oller rcasonable
detenninatlon of the breach, the telecommunications cmler shell elcclronically notify the United StIltcs
Seer.t Sew!ce (USSS) ond the POdOl'll Bureau ofluvesfigation (FBI) through a central reportlng f.clllty.
The Commission will m.lntain a lJnkto tbe reportlng facility at bllp:/lwlYW.fcc.•ovlol2fum!.

(1) Notwithstanding any stalll law to lhe conlmy, th. carrier shaU not notify customers or
disclose the breach to tltc public until 7 filii business daY' have passed aller notiOcation to ti,o USSS and
the FBI except as provIded in paragraph. (2) end (3).

(2) If Ii,e cnrdcr believes that there is an cxtraordlnnrDy urgent need to notify any class ofaffected
CU!tomers sooner lItan o!berwise allowed under paragraph (I), in order to ovoid immediate lnd lrreparoble
horm, it sh.n so indicllle in its notification and my proceed 10 immediately notify its afiCcted customors
only after con.ullation with lbe relevanr investlg.ting agency. The carrier shall cooperate with the relevant
investigating agency's request to minimize any adve"e efleets ofaach customer notification.

(3) If the rclevant Investi~atlng agency determines that the public disclosure or notice to
,custome" would impede orcompromlse on ongoing or potential criminal investigation or national security,
SlIcb agency may dil'C9t thc cmler not to so disclose or notify for on Inllial period ofIll' to 30 days. Such
period may be extended by thc agency .. rOllsouwle necessiU'Y In 1I1e Judgment of the agency. If such
direellon is given, tbe agency shall notify the camer when It appears tbot pUblic disclosnre or notice to
affected customOl~ will no longer impeda or compromise a criminal investigation or national security. The
agency sboll provide in writing Its inllial direction to the carrier, any subsequent extension, aud any
notification illat Ilotico will'llo longor ,Impede or compromise 0 criminol investlgatlon or n.tional security
ond sllch writings shaU be contcmporanoously logged on U'e ••me reporting fucility that contains rccords of
noUficatlons filed bycarriers.

(e) Rtlcordkeeplng. All carriera sbe.I1 mainfoino. record. clectronicl!llly or in some other mEUUlerl of
OIly breaches discovered, notificatl0l1 mode to the USSS and the FBI pursuant to paragraph (b), and
notification mado to cuslllmers. The record must Include, Ifavailable, .ates of discovery and notification, a
detailed description of tho CPNI that WiIs the subje.:t of the breach, and the clrcumstances or the brcach.
COlTiers shall retain tlte record for a minimum of2 years.

Response 21'T.lle Col/wally l,aspolicies al/dproced/ll'l!S In pla~ 10 el/sl/re compliance with Rule 64.Z011. W/IOn II i,
rellSonnb1p determin.d Ihat a breach !las occ,,,,,d, ITIC CPNI Compliance Ofjlcu will nol/fy law
enloreemenland Us cl/stomuin the reIJl/ired 11m~,amcs. A. ,eco,d ofrite b,eaell will be maintained/or
a mlnllllum 0/ I,vo years and will include all Ill/onnallon required by Rule 61.2011.
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